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This document will guide you through the steps to set up single sign-on (SSO) authentication for an 

Oracle digital assistant that is exposed through a Microsoft Teams channel.    
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Objective 

The MS Teams SSO feature is primarily intended to support customers who want to access Oracle Fusion 

Applications from MS Teams without prompting users for authentication.  

The token you receive from the MS Teams SSO endpoint is an “exchange” token and cannot be used directly to 

invoke graph APIs, therefore cannot be used to access Graph API’s or Oracle Digital Assistant’s Calendar system 

components.  

 

In order to get a token that works with graph API, the “on-behalf-of” flow must be followed using the SSO token to 

exchange for an access token with appropriate scopes that will work with graph APIs. More information here: 

https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-on-behalf-of-flow 

 

This document will guide you through the steps to set up single sign-on (SSO) authentication for an Oracle digital 

assistant that is exposed through a Microsoft Teams channel.  Once set up, users just need to log in to Teams with 

their Azure AD credentials and then seamlessly interact with the digital assistant and access protected resources 

like profile information, calendar events etc. without having to sign in again. 

  

https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/microsoft-teams.html#GUID-7DF2972E-114F-4B44-B1D1-0528F24DCBD7
https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/built-components-properties-transitions-and-usage.html#GUID-42C4732E-7150-4E2E-96D1-3D7CCEBC8C1E
https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/built-components-properties-transitions-and-usage.html#GUID-42C4732E-7150-4E2E-96D1-3D7CCEBC8C1E
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-on-behalf-of-flow
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Pre-requisites 

As a pre-requisite, make sure that you have access to the following resources: 

• An Microsoft Azure account with an active subscription with admin access 

• Oracle Digital Assistant instance version 21.02 or higher  

• MS Teams with access to App Studio 

• Your existing skill / new skill should point to your MS Teams Application built using App Studio. In case, it is 

not setup, please setup one using this documentation. Following this article, you will be updating your MS 

Teams application for  

o Adding your AAD App Id to configure your app for Single Sign On 

o Adding the resource URL of the app acquiring the auth token for SSO 

o Finally installing your updated application 

 

 

Figure 1 MS Teams app built using App Studio 

  

https://docs.microsoft.com/en-us/microsoftteams/platform/concepts/build-and-test/app-studio-overview
https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/microsoft-teams.html#GUID-F586F603-5E22-48FC-9E61-793068031C99
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Solution Overview 

The solution consists of these general steps: 

1. Azure Portal: Create an AAD application in the Azure Portal. 

2. App Studio: Update your MS Teams app with SSO details obtained from AAD application. 

3. Oracle Digital Assistant: In Digital assistant  

a. Add the authentication service and call this service in your skill 

b. Obtain SSO Token from the skill  

c. Create access token using the SSO token 

d. Use access token to invoke Graph API’s from your skill  

Demo 

To give you a visual impression of how the authentication process looks like, the image below show the 

conversation of a sample skill 

 

 

Figure 2 User is logged in MS Teams channel    
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Figure 3 User is able to fetch profile information without need to login again 

 

The skill asks for permission to access the Microsoft account when the user starts interacting. The skill then 

performs following series of steps: 

• Fetches the SSO token 

• It uses the SSO token to access the middle tier token 

• Uses access token to obtain the user's profile information.  
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Create your AAD application in Azure Portal 

Below are the steps to create your Azure AD application in Azure portal.  

1. Register a new application 

2. Add authentication settings 

3. Create client secrets 

4. Add access tokens under Token Configuration 

5. Add API permissions 

6. Expose the API 

7. Add scopes defined by the API and authorize your application  

8. Update the manifest file 

9. Finally, grant tenant permissions to the application. 

 

1. Register an application 

In the Azure portal (https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationsListBlade 

), register the application and open the app registration page.   

 

Click New Registration. 

 
 

Figure 4 New registration 

• Fill in the Name field. 

https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationsListBlade
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• In the Supported account types section, select the Accounts in any organizational directory (Any 

Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox) radio button. 

 

 

Figure 5 Register an application 

• Click Register 

 
Once the application is created, you will be navigated to the Overview section. Notice that Application (client) ID and Directory (tenant) 
ID are created for your app.  
 

NOTE DOWN THE APPLICATION (CLIENT) ID, DIRECTORY (TENANT) ID. YOU WILL BE REQUIRED TO ENTER THIS LATER DURING ODA 

CONFIGURATION SCREEN. CLICK ON COPY TO CLIPBOARD ICON NEXT TO THE IDS. 
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Figure 6 Overview 

2. Authentication 

 
Next, you’ll add a web platform configuration 
 

• Click on Authentication on the left side menu. 

• Click Add a platform. 

 

 

Figure 7 Authentication 

 

• Under Web application on the right click on Web. 

• Under Redirect URIs add a redirect URI and click Configure.  

The format of the redirect URI should be: <your-oda-url>/connectors/v2/callback 

 



 

                                                      
 
 

                                       Oracle Digital Assistant - TechExchange 
 
 10 

 

Figure 8 Configure web platform 

3. Client Secrets 

To Create a client secret 

• Select Certificates and Secret and select New Client secret.  

• Give a description, select Never option if you would like this secret to never expire.  

• Click Add. 

 

Figure 9 New client secret 

 

Make a note of the client secret value. You will need this later. Click on Copy to clipboard icon next to the client 

secret value. 
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Figure 10 Client secret value 

4. Token configuration 

 

Under Token configuration, click Add optional claim. An Add optional claim popup will appear. Select the Token 

type as Access and select following claims 

• email 

• given_name 

• upn  

 

Finally click Add. 

 

 

Figure 11 Token configuration 
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Under Add optional claim, Select Turn on the Microsoft Graph email, profile permission (required for claims to 

appear in token) option and click Add  

 

 

Figure 12 Add optional claim 
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5. API permissions 

• On the API permission page, you will observe that the required permissions are created automatically.  

 

Figure 13 API permissions 

 

• Click on the Add a Permission and add User.ReadBasic.All permission, since you will need this to 

access profile information.  

 

• You need to click on Microsoft Graph API, select “Delegated Permissions” and then type User.Read in the 

Select permissions box. 

 

• Click on Add permission. 

 

 

Figure 14 Request API permissions 
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Figure 15 Select permissions 

 
 

 

Figure 16 API permission granted to tenancy 

 

NOTE THAT SINCE THE ABOVE PERMISSIONS SHOULD BE GRANTED AT YOUR AZURE TENANCY LEVEL, SO YOU WILL NEED ADMIN RIGHTS 

FOR THE SAME. PLEASE CONTACT YOUR ADMINISTRATOR TO GRANT YOU THE ACCESS PERMISSIONS. 

 
 

  



 

                                                      
 
 

                                       Oracle Digital Assistant - TechExchange 
 
 15 

6. Expose an API  

 

Set Application ID URI 

 
Under Expose an API, set Application ID URI 
 

 

Figure 17 Expose an API 

 

Update the Value in the format: 

api://botid-{YourBotId} 

 

YOURBOTID CORRESPONDS TO YOUR TEST APPLICATION’S MICROSOFT APPLICATION ID.  

 

The is the bot id of App Studio Application that you would create later in this article. The following screenshot 

shows where to look for the bot id. Note this is just for a reference.  

 

Figure 18 MS Teams – Get the Bot ID 
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Figure 19 Set the App ID URI 

Add a scope 

Click the Add a scope button. In the panel that opens, enter: 

 
 
 

• access_as_user as the Scope name.  

• Set Who can consent? to Admins and users. 

• Fill in the fields for configuring the admin and user consent prompts with values that are appropriate for the 

access_as_user scope.  

• Suggestions:  

• Admin consent title: Admin consent display name 

• Admin consent description: Allows Teams to call the app’s web APIs as the current user.  

• User consent title: Teams can access your user profile and make requests on your behalf  

• User consent description: Enable Teams to call this app’s APIs with the same rights that you have  

Ensure that State is set to Enabled  

Select Add scope  

THE DOMAIN PART OF THE SCOPE NAME DISPLAYED JUST BELOW THE TEXT FIELD SHOULD AUTOMATICALLY MATCH THE APPLICATION 
ID URI SET IN THE PREVIOUS STEP, WITH /ACCESS_AS_USER APPENDED TO THE END 
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Figure 20 Scope details 

 

7. Add a client application 

In the Authorized client applications section, you identify the applications that you want to authorize to your app’s 

web application.  

 

Each of the following IDs needs to be entered 

NOTE THESE ARE EXACT IDS THAT YOU NEED TO USE. 

• 1fec8e78-bce4-4aaf-ab1b-5451cc387264 (Teams mobile/desktop application)  

• 5e3ce6c0-2b1f-4285-8d4b-75ee78787346 (Teams web application) 

 

 

Figure 21 Add a client application 
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Figure 22 Adding client application 

Select the Authorized scopes. 

 

Here is how the overall “Expose an API” section should look like 

 

 

Figure 23 Preview of Expose an API screen 
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8. Manifest 

Under manifest, set “acceptMappedClaims” to true and Save 

 

 

Figure 24 Update Manifest file 

 

The application setup is almost complete now, please go to overview tab and keep the Application (client) ID, 

Application ID URI and Directory (tenant) ID handy. 

 
 

 
 
Figure 25 Overview screen 
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9. Grant tenant admin permissions to the AAD application 

Log in with the admin account in a private browser window 

• Replace <tenant-id> with the Directory (tenant) ID 

• Replace in below URL the client Id value with your application Id 

https://login.microsoftonline.com/<tenant-id>/adminconsent?client_id=<client-id> 

 

Load the URL in a browser window where you signed with admin account. Accept the permissions. The prompt 

should look similar to this: 

 

Figure 26 Private browser window 

 

https://login.microsoftonline.com/%3ctenant-id%3e/adminconsent?client_id=%3cclient-id
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Figure 27 This screen will appear after accepting the permissions 

 

PLEASE IGNORE THE SCREEN AFTER ACCEPTING. THIS MAY SHOW YOU ERROR, HOWEVER THE ERROR DOES NOT MATTER.   
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Update your MS Teams app with SSO detail 

You need to update your app with the above SSO details in MS Teams. Open MS Teams and perform following 

steps: 

Go to https://teams.microsoft.com using the same browser window that you used for your AAD Application 

registration. Do not use the Private window you just used to login using the Admin Account. You can also choose 

to use the MS Teams Desktop App. 

If you do not see the App Studio Icon, click on the 3 dots on the left menu and Find an app by typing App Studio in 

the text box. 

1. Open the App Studio and select Manifest editor and select your existing app 

 

Figure 28 App Studio - Manifest editor 

 

2. Under Finish, Select Domains and Permissions under Finish option 

o Under AAD App ID add your Application (client) ID  

https://teams.microsoft.com/
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o Under Single-Sign-On add your Application ID URI 

 

 

Figure 29 Update SSO details 

3. Next, go to Test and Distribute section and install the application. 

 

Figure 30 Install the app 
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• Click on the Add button so the bot gets added to MS Teams 
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Setup Authentication Service in Oracle Digital Assistant 

Add Authentication Services 

Enter these values: 

Identity Provider: Microsoft Identify Platform 

Name: A name to identify the authentication service. 

Token Endpoint URL: The IDP's URL for requesting access tokens. 

Use https://login.microsoftonline.com/<Azure-Active-Directory-TenantID>/oauth2/v2.0/token 

Authorization Endpoint: The IDP's URL for the page that users authenticate with by entering their user name and 

password. 

 Use https://login.microsoftonline.com/<Azure-Active-Directory-TenantID>/oauth2/v2.0/authorize 

Client ID and Client Secret: The Application (client) ID and secret of the SSO app 

Scope:  Scope should be {Application (client) ID of your SSO app}/access_as_user 

Subject Claim: The access-token profile claim to use to identify the user. Use: email 
 
 

 

Figure 31 Authentication Services 
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Routing your skill to MS Teams channel 

Please ensure that your skill is routed to the MS Teams channel. In case you plan to use the attached skill, then 

you will need to update the routing. 

 

Figure 32 MS Teams channel routing 

 
Update skill 

Next, in your skill you will perform following steps 

1. Get SSO access token 

2. Get Middle Tier access token based on the SSO token  

3. Call Graph API using the middle-tier access token 

 

Get SSO access token 

You will be using System.OAuth2AccountLink component to get the SSO access token. 

enableSingleSignOn: set this to true so that users who have already signed into MS Teams don't have to sign 

into the skill. The default is false. 

authenticationService: Make sure you point it to your authentication service name. 
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Figure 33 System.OAuth2AccountLink component 

 

Get access token 

The token you received is an “exchange” token and cannot be used directly to invoke graph APIs, therefore cannot 

be used to access Graph API’s or Oracle Digital Assistant’s Calendar system components.  

In order to get a token that works with graph API, the “on-behalf-of” flow has to be followed using the SSO token to 

exchange for an access token with appropriate scopes that will work with graph APIs. You may get additional 

information here: https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-on-behalf-of-flow 

To request an access token, make an HTTP POST to the tenant-specific Microsoft identity platform token endpoint 

with the following parameters 

https://login.microsoftonline.com/<tenant>/oauth2/v2.0/token 

 

 

https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/built-components-properties-transitions-and-usage.html#GUID-42C4732E-7150-4E2E-96D1-3D7CCEBC8C1E
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-on-behalf-of-flow
https://login.microsoftonline.com/%3ctenant%3e/oauth2/v2.0/token
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Figure 34 Postman HTTP post call 

 

The skill invokes a custom component and passes the required body parameters via custom components. 

 

Figure 35 Custom component call to get middle tier access token 
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You will need to update the custom parameters in skill settings to test it at your end 

Tenant: Tenand ID of your Azure portal  

grant_type urn:ietf:params:oauth:grant-type:jwt-bearer. 

client_id The application (client) ID of SSO app 

client_secret  The client secret  of SSO app 

assertion: SSO token    

scope:  openid email offline_access https://graph.microsoft.com/User.ReadBasic.All 

requested_token_use:on_behalf_of 

 

 

Figure 36 Custom parameters 
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Call Graph API 

Finally, you need to use the middle tier access token to call the graph API 

 

Figure 37 Postman Get call to fetch profile information 

 

The skill calls a custom component to get the profile information and save the information in profileInformation 

parameter. Finally, the information is displayed using system’s common response component. 
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Figure 38 Custom component to fetch profile information and display it using common response component 

 
Test 

System Tester 

Now you will test your skill in system tester as shown below: 

 

Figure 39 System tester 
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NOTE THAT IN SYSTEM TESTER YOU WILL BE PROMPTED TO RE-AUTHENTICATE SINCE ENABLESINGLESIGNON WORKS FOR MSTEAMS 
CHANNEL ONLY.  

 

 

Figure 40 Fetching profile information in System tester 
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MS Teams app 

Finally, you will test it from MS Teams app 

 
 

 
 

When you click on Process to access my Microsoft account, you are not taken to the Microsoft authentication 

screen. The System.OAuth2AccountLink component automatically performs the SSO due to the SSO configuration 

done in MS Teams. You will directly be taken to see the SSO access token, the middle-tier token followed by the 

profile information. 
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Conclusion 

The article detailed the steps to set up single sign-on (SSO) authentication for an Oracle digital assistant that is 

exposed through a Microsoft Teams channel.  After the set-up, users just need to log in to Teams with their Azure 

AD credentials and then seamlessly interact with the digital assistant and access the profile information without the 

need to re-authenticate. 
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