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Using MS Teams SSO authentication to access Microsoft Graph
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This document will guide you through the steps to set up single sign-on (SSO) authentication for an
Oracle digital assistant that is exposed through a Microsoft Teams channel.
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Objective

The MS Teams SSO feature is primarily intended to support customers who want to access Oracle Fusion
Applications from MS Teams without prompting users for authentication.

The token you receive from the MS Teams SSO endpoint is an “exchange” token and cannot be used directly to
invoke graph APIs, therefore cannot be used to access Graph API’s or Oracle Digital Assistant’s Calendar system

components.

In order to get a token that works with graph API, the “on-behalf-of” flow must be followed using the SSO token to
exchange for an access token with appropriate scopes that will work with graph APIs. More information here:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-on-behalf-of-flow

This document will guide you through the steps to set up single sign-on (SSO) authentication for an Oracle digital
assistant that is exposed through a Microsoft Teams channel. Once set up, users just need to log in to Teams with
their Azure AD credentials and then seamlessly interact with the digital assistant and access protected resources
like profile information, calendar events etc. without having to sign in again.
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https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/microsoft-teams.html#GUID-7DF2972E-114F-4B44-B1D1-0528F24DCBD7
https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/built-components-properties-transitions-and-usage.html#GUID-42C4732E-7150-4E2E-96D1-3D7CCEBC8C1E
https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/built-components-properties-transitions-and-usage.html#GUID-42C4732E-7150-4E2E-96D1-3D7CCEBC8C1E
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-on-behalf-of-flow

Pre-requisites

As a pre-requisite, make sure that you have access to the following resources:

An Microsoft Azure account with an active subscription with admin access
Oracle Digital Assistant instance version 21.02 or higher
MS Teams with access to App Studio

Your existing skill / new skill should point to your MS Teams Application built using App Studio. In case, it is
not setup, please setup one using this documentation. Following this article, you will be updating your MS
Teams application for

o Adding your AAD App Id to configure your app for Single Sign On
o Adding the resource URL of the app acquiring the auth token for SSO

o Finally installing your updated application

AE%, (:8 App Studio Manifest editor Validation Card editor Ul Tools Chat About @ C
@ Create, debug, and deploy Teams apps directly from o Visual Studio or 2 Visual Studio Code
Chat
. Home > Edit an app
e App details
. RDHTest7March Provide some basic info about your app to get things going. Learn more about Teams Apps and the Manifest Schema
By oracle
Calendar App names
Capabilities PP
Q) £ Tbs £ Bot A short name (30 characters or less) is required. Feel free to also include a longer version if your preferred name exceeds 30 characters.
Calls
*Short name Full name
.B Complete these steps in order to distribute RDHTest7March| Test app
your app.
o " 2
oncersss. ) Details Identification
ax B App details Your App 1D should be a GUID. Use Semantic Versioning for your version number,
App Studio *App 1D
2 Capabiliti
pabilities 020 e e e 700
] Tabs
8 Bots
45 Connectors *Package Name *Version
[Z Messaging extensions com.rdh.testapp 1.0.0
3 Finish Descriptions
] Languages Include both short and full descriptions of your app. The short description must be under 80 characters and not repeated in the full description.
T e e
' @3 Domains and permissi... : *Short description (80 characters or less)
| g iy Sy i
¢/ App Manifest (preview) test app
| mmm
By 1
: - Test and distribute ‘l *Full description (4000 characters or less)
Apps 2000 T TTTTTSSSSSsss=sTS
il Delete RDHTest7March for testing sso feature
Help

Figure 1 MS Teams app built using App Studio
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https://docs.microsoft.com/en-us/microsoftteams/platform/concepts/build-and-test/app-studio-overview
https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/microsoft-teams.html#GUID-F586F603-5E22-48FC-9E61-793068031C99

Solution Overview
The solution consists of these general steps:
1. Azure Portal: Create an AAD application in the Azure Portal.
2. App Studio: Update your MS Teams app with SSO details obtained from AAD application.
3. Oracle Digital Assistant: In Digital assistant
Add the authentication service and call this service in your skill

a
b. Obtain SSO Token from the skill

o

Create access token using the SSO token

d. Use access token to invoke Graph API's from your skill

Demo

To give you a visual impression of how the authentication process looks like, the image below show the
conversation of a sample skill

9.08 AM
hi

P RDHTestBot7March 9:08 AM

For this example, | like to read basic profile information of your Microsoft account to
you. No worries, | will not be able to make any changes to your profile. If you are
okay with me accessing your Microsoft account, | will automatically fetch the
information with you needing to authorize

| Proceed to access my Microsoft account

No. Thank you

9:08 AM
Proceed to access my Microsoft account °

RDHTestBot7March 9:08 AM

| am printing the SSO access token for demonstration purpose only. Don't do this in your
production bot. Its an information that users have no use for.

eyJ0eXAiOiJKV1QiLCIhbGciOiSUzI TNilsimtpZCl6imSPbzNaRHJPRFhFSzFqS1doWHNSsSFJfSThFZy)9.ey
JhdWQIOUIMWIWNWIyMCO20TFILTQSNWUtYmIONiO1YjBhMWMOYjdhNTMiLCIpc3MiOiJodHRwczov
L2xvZ2luLm1pY3Jvc29mdGIubGluZS5jb20vMmQSZmMyM2YtYzE2Ny00ZGQ3LWESZMtMWRmMNzM

WZmU3MJIL3YyLj NjE3MjUOM]
UxLCJhaWBiOiJBY 3VyTktMelFS
UVpkeDF4eTJTbF: nLWFIMWItN

TQIN 1iMzg3M,;YOliwiYXpwYWNyljoiMClsimVtYWisljoicm90aXREQGIYYWNsZWRIdiSvbm1pY3Jvc2
9mdCSjb20iLCInaXZIbl9uYW1lljoiUm90aXQiLCIuYW1iljoiUmIoaXQgRGhhbWIqYSIsim9IpZCI6ImNIY

Type your questions here

A ¢ © @B D e & - B

Figure 2 User is logged in MS Teams channel
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b2Z0LmNvbSIsInV0aSI6lIVNZDNJYmx6UzBpc2tSMOtnSEpIQUEILCI2ZXIiOilyLjAifQ.V2vr)YH89T3dgAS
GavuB_jzhIVQG4x4vgq31vuTANOd-
02cN8v9XdvzSkQgXKWoBh2Ely8MFd)O86_OwWb0neJASwcuqlZVWBWXgDknMxkkS-
1dYLKXqGCpgOnZYSDYFNBAI1)ZvWZuG0efLGbA7Nu_OyZYMLSWHzaSD-
UUB020Q2qIMFkTcS03gQOagAKD-gGhMoNWSCOmAI2yjeXfedVbXo6n-
7_bsgxb1c4_SQbSpDX4aKHbncQA6c8Y3KwluaQ9I9LvLf8gZgVIugDICXwI2WzHRQTnVSIKqT6OMKZM
kzOtA-dKu-luH3DqqsDjXM-5tpWo3bbIH8n2jU-jy 1A

| am printing the Middle-tier access token for demonstration purpose only. Don't do this in your
production bot. Its an information that users have no use for.
eyJ0eXAiOiJKV1QiLCIub25jZSI61ic5ajNOZGhOQ2VPVDYxZ2JhN2d5R 1JwWUVocn)pd3JBenluUGFkejN
JazQiLCJhbGciOiJSUzITNilsing 1dCI6Im5PbzNaRHJPRFhFSzFqS1doWHNsSFIfS ThFZylsimtpZCl6imSPb
zZNaRHJPRFhFSzFqS1doWHNsSFJfS1hFZyJ9.eyJhdWQiOiJodHRwczovL.2dyYXBoLm1pY3Jvc29mdC5jb2
0iLCJpc3MiOiJodHRwczovL3NOcy53aW5kb3dzLm5IdC8yZDImYzIzZi1jMTY3LTRKZDctYTImMy0xZGY3
MzBmZTcyMmivliwiaWFO0ljoxNjE3MjQ4MDMyLCJuYmYiOjE2MTcyNDgwMzlsimV4cCI6MTYxNzI INDI1
MCwiYWNjdCI6MCwiYWNYyljoiMSIsimFjcnMiOlsidXJuOnVzZXI6cmVnaXNO0ZXJzZZWN1cml0eWIluZm8iL
CJ1ecm46bWIjcm9zb2Z00nJIcTEILC)1ecmd46bWIjcm9zb2Z00nJIcTIILC) 1cm46bWIjcm9zb2Z00n)IcTMILC
JjMSIsimMyliwiYzMiILCJjNCIsimM 11iwiYzYiLCJjNylsimM4liwiYzkiLCJjMTAILCIiMTEILCJIMTILCJMTMIL
CJIMTQILCIMTUILCSMTYILCSMTGLCMTGILCIMTKILCHMIAILCMIELCHMIILCIMMILCMIQILCI M
UiXSwiYWIvljoiRTJaZ11BaGI2bkhVdVBDNSINbFBxNnIpREXZWGN2MXc1aGVPNFB60CsxemxOMIByRz

NjQSIsimFtc aWQIOUIM

WIWNWIyM¢ 2YW1pbHifb
mFtZSI6lkRc ZHIiOIIXOTYu
MTUuMjMul tNDATNS04
ODUSLTA2N \DQ4liwicm
giOilwLkFYN ZWxOOUFD
RS4iLCJzY3A EThaWwuU

mVhZCBvcGVuaWQgcHIVZmIsZSBVc2VyLUIYWQgVXNIciSSZWFkQmFzaWMuQWxsliwic3ViljoibzRkZj
BMWFNweUctNk1jUzBmMOR2WkFHRkE3dzRURjdqVnRqcmZiRmiJbylsinRIbmFudF9yZWdpb25fc2Nv
cGUIOUJOQSISINRpZCI6IJKOWZ)MNmMLWMxNjctNGRKNY ThOWYzLTFkZjczMGZINzlyYilsinVuaXF1ZV9
uYW1lljoicm90aXREQG9yYWNsZWRIdiSvbm1pY3Jvc29mdC5jb20iLC)1¢G4i0ilyb2hpdERAD3JhY2xIZG
V2Lm9ubWIjcm9zb2Z0LmNvbSIsinV0aSI6ljhQeXBMVIdXVzBTV0J6aUSybIZOQUEILCI2ZXIiOilxLjAiLCI3
aWRzljpbImI3OWZiZjRKLTNIZjktNDY40S04MTQzLTc2YjESNGUANTUWOSIALCI4bXNfc3QiOnsic3Viljoi
eEZfQmd0eVdDQXRBCEWSSk9yWVIuQkISNEIMQ2lyeVitdjRhLUtXSIFTRSIILCI4bXNfAGNkdCIEMTUS
MTQ5Mjg2MHO0.PQAUx4kEgfTikjwadeWeUJx5gb50GPdo_Rt64SEgSHCpBxHIBapelGS4rUoeAtuulGCK
R1qZooEaGhm3xbHIStEVjEviKWBU4NU75UvBA0A2ReyhUk2VerQayOnYUEMR87yB50pw-
9QU4hCM3_kN2G2Eae_fx0jzroRImH9adDQ1VthYzt88zh5oHhWrMQXpejrvAgLMTUWieqp8M9lubud
5L1250ZgJddtKxZrl_dFADOVVQJPCC1D8w1mG_bmhgbf811hPa72PASWiWU2-
AYnJwWILPxN7HInspPx0OkeVm1goH_yzjGYGnPZy6B7wNEJ4onghvb_6jo741UX6fQA

Okay. So this is your profile information:
First Name: "Rohit” Surname: "Dhamija” Job Title: "Semor rinupar rroauct Manager” Email:
“rohitD@o. ..onmicrosoft.com” Mobile Phone: "987 2" Office Location: "No:da"

Type your questions here

A O@E B R & - —

Figure 3 User is able to fetch profile information without need to login again

The skill asks for permission to access the Microsoft account when the user starts interacting. The skill then
performs following series of steps:

e Fetches the SSO token
e |t uses the SSO token to access the middle tier token

e Uses access token to obtain the user's profile information.
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Create your AAD application in Azure Portal

Below are the steps to create your Azure AD application in Azure portal.
Register a new application

Add authentication settings

Create client secrets

Add access tokens under Token Configuration

Add API permissions

Expose the API

Add scopes defined by the API and authorize your application

Update the manifest file

© ©®© N o o A~ w DN PF

Finally, grant tenant permissions to the application.

1. Register an application
In the Azure portal (https://portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationsListBlade

), register the application and open the app registration page.

Click New Registration.

Home >

App registrations =

1 ! —
1+ New registration ! @ Endpoints ﬂ Troubleshooting i Download Preview features Q Got feedback?
1

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure
updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications Owned applications

l L Start typing a name or Application ID to filter these results

Display name
n OracleSetup

Figure 4 New registration

o Fill in the Name field.

ORACLE Oracle Digital Assistant - TechExchange


https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationsListBlade

¢ Inthe Supported account types section, select the Accounts in any organizational directory (Any
Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox) radio button.

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Demo SSO | v

Supported account types

Who can use this application or access this API?
O Accounts in this organizational directory only (oracledev only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies 7'
I e 1

[ rese |

Figure 5 Register an application

e Click Register

Once the application is created, you will be navigated to the Overview section. Notice that Application (client) ID and Directory (tenant)
ID are created for your app.

NOTE DOWN THE APPLICATION (CLIENT) ID, DIRECTORY (TENANT) ID. YOU WILL BE REQUIRED TO ENTER THIS LATER DURING ODA
CONFIGURATION SCREEN. CLICK ON COPY TO CLIPBOARD ICON NEXT TO THE IDS.

ORACLE Oracle Digital Assistant - TechExchange



Home > App registrations >

i Demo 5SSO »

|/" ISearch (Cmd+/) | « m Delete @ Endpoints Preview features

1
i Overview :

@ Got a second? We would love your feedback an Microsoft identity platform (previously Azure AD for developer). =

&b Quickstart
- Essentials
# Integration assistant Display name : Demo S50 Supported account types  : All Microsoft account users
Manage Application (client) ID : €663 ocu 1vau + u752-edceebcdbes Redirect URIs : Add a Redirect URI
= Branding Directory (tenant) ID ; 2d9fc32-777 11T 20R2-14F730fe722b Application ID URI Add an Application ID URI
Object ID ¢ 3df0d3au-uuw s 1 a2-83e0-feb4914f1708 Managed application in |... : Demo 550

3 Authentication

Figure 6 Overview
2. Authentication
Next, you'll add a web platform configuration

e Click on Authentication on the left side menu.

e Click Add a platform.

Web applications

£ Search (Cmd+/) « save X Discarc 7 Got feedback?

m ﬁ Single-page application
& Overview

Build, hast, and deploy a web server

i
1
I
i
1 Configure browser client applications and
application. NET, Java, Python 1 progressive web applications. Javascript.
]
]
)

Platform configurations

)
)
&5 Quickstart '
. Depending on the platform or device this application is targeting, additional configuration ma '
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform. ’
|mmmmmm———— f S — i
Manage H- Add a platform |
= Branding Mobile and desktop applications
A e
' D Authentication | P ac0s e
L ? ,,,,,,,,, 2 Supported account types . o5/ m " Android
Centificates & secrets Objective-C, Swift, Xamarin Java, Kotlin, Xamarin

Who can use this application or access this API?

{I'" Token configuration
@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and per:

2 APl permissions accounts (e.g. Skype, Xbox)

All ycars with » work or scheal_or perconal Micrnsoft account can use vour apnlication or A1

Figure 7 Authentication

e Under Web application on the right click on Web.
e Under Redirect URIs add a redirect URI and click Configure.

The format of the redirect URI should be: <your-oda-url>/connectors/v2/callback

ORACLE Oracle Digital Assistant - TechExchange



+ Adda platform

~ Web

Redirect URIs

https://idcs-oda-1b53c8

_ talassistant.oci.oc-test.com/connectors/v2/callback

Add URI

Quickstart

Docs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. Also referred to as
reply URLs. Learn more about Redirect URIs and their restrictions=

(]

i

Figure 8 Configure web platform

3. Client Secrets

To Create a client secret

e Select Certificates and Secret and select New Client secret.

e Give a description, select Never option if you would like this secret to never expire.

e Click Add.

Home > App registrations > Demo S5O

Demo SSO | Certificates & secrets =

‘ £ Search (Cmd+/)

i Overview
&4 Quickstart

#" Integration assistant

Manage

Branding

2 Authentication

{I' Token configuration
= API permissions

& Expose an API

4% App roles | Preview

&’ Got feedback?

Add a client secret

Description

| DemoSSOCIientSecret|

Expires

O In 1 year
O In 2 years
@ Never

Description

Figure 9 New client secret

Make a note of the client secret value. You will need this later. Click on Copy to clipboard icon next to the client

secret value.

ORACLE Oracle Digital Assistant - TechExchange
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Description Expires Value D

DemoSSOClientSecret 12/31/2299 UAQ*H sk a06df336-0eed-+n=" 750 ~~~507867fcb [ [il]

Figure 10 Client secret value

4. Token configuration
Under Token configuration, click Add optional claim. An Add optional claim popup will appear. Select the Token
type as Access and select following claims

e email

e (given_name

e upn

Finally click Add.

Once a token type is selected, you may choose from a list of available optional claims.
2 Search (Cmd+/) ‘ « & Got feedback?
B overview Optional claims * Token type
& Quickstart Access and ID tokens are used by applications for authentication. Learn more ('
QOptional claims are used to configure additional information which is returned in one or more toker
’ D
# Integration assistant Q
f- Add optional claim | + Add groups claim
Manage
= Branding (®] Claim * Description Audience Ty
Claim © Description
2 Authentication D acct User's account status in tenant Azure AD only
No results.

Certificates & secrets [ aud Used to perform audience validati.. Azure AD only

Token configuration [ auth_time Time when the user last authentica... Azure AD only
& API permissions ] ey User's country Azure AD only
& Expose an APl email The addressable email for this user... All users
B2 Approles ] family_name Provides the last name, surname, o... Al users
&2 Owners D fwd IP address Azure AD only
& Roles and administrators | Pre... given_name Provides the first or "given” name ... All users
M Manifest O idtyp Signals whether the token is an ap... Al users
Support + Troubleshooting [ in_corp Signals if the client is logging in fr.. Azure AD only
& Troubleshooting m Cancel

Figure 11 Token configuration
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Under Add optional claim, Select Turn on the Microsoft Graph email, profile permission (required for claims to

appear in token) option and click Add

Add optional claim X
Some of these claims (email, upn) require Openld Connect scopes to be configured
through the API permissions page or by checking the box below. Learn more
I ______________________________________________ T
I
: Turn on the Microsoft Graph email, profile permission (required for claims to appear in |
[ token). :
P G U RS U U RS U SDS S U IR ISR U U USSR SO U SN ORI U IS RSSO U DU U U I S
r
i
E] Claim T Description Audience T,
D acct User's account status in tenant Azure AD only
E] auth_time Time when the user last authentica... Azure AD only
[:] ctry User's country Azure AD only
email The addressable email for this user... All users
[:] family_name Provides the last name, surname, o... All users
E] fwd IP address Azure AD only
[:] given_name Provides the first or "given" name ... All users
D idtyp Signals whether the token is an ap... All users
[_] - P I b A [ A IR LAY T [ S S A AN )

Figure 12 Add optional claim

ORACLE Oracle Digital Assistant - TechExchange
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5. API permissions

¢ Onthe API permission page, you will observe that the required permissions are created automatically.

Qverview . .
Configured permissions
& Quickstart N
Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

# Integration assistant all the permissions the application needs. Learn more about permissions and consent

Manage ++ Add a permission Grant admin consent for oracledev
= Branding API / Permissions name Type Description Admin consent req... Status
2 Authentication “Microsoft Graph (3) .
Certificates & secrels Vomal Delegated  View users emal address | .
11! Token configuration i profile Delegated  View users' basic profile | -
!
L User.Read Delegated  Sign in and read user profile | - .

&  Expose an API

Figure 13 API permissions

e Click on the Add a Permission and add User.ReadBasic.All permission, since you will need this to
access profile information.

e You need to click on Microsoft Graph API, select “Delegated Permissions” and then type User.Read in the
Select permissions box.

e Click on Add permission.

Request APl permissions x
viewApp | APl permissions %
Select an API
O Retresh O Got feedback? Microsoft APIs  APIs my organization uses My APls

Commaonly used Microsoft APls

A\ Starting November 9th, 2020 end users will no la n
& — Microsoft Graph

) 1\ Take advantage of the tremendous amourt of data in Office 365, Enterprise Mability + Security, and Windows 10,
’ Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNate, SharePaint, Flanner, and mare through a

@ The “Admin consent required” column shews the \..4 single endpoint.

arganization, of in organizations where this app »

Configured permissions

) Azure Rights Management Data Export Service for

Applications are autharized to call APIs when they ar
all the permissions the application needs, Leam mon

| Add a permission " Grant admin consent
API / Permissions name Type

~Microsoft Graph (3)

email Delegated
profile Delegated
User Read Delegated

To view and manage permissions and user consent, t

L& Services

Allow validated users to read and write
protected content

L5 Dynamics 365 Business Central
Programmatic access to data and

functionality in Cynamics 365 Business
Central

5= intune

Programmatic access ta Intune data

/A Azure Service Management
Programmatic access to much of the
functionality available through the Azure
partal

D Dynamics CRM

Access the capabllities of CRM business
software and ERP systems

|] Office 365 Management APls

Retrieve information about user, admin,

Microsaft Dynamics 365

Export data from Microsoft Dynamics
€RM organization to an external
destination

/%] Flow service

Embed flow templates and manage flows

£ oo

Create and manage notes, lists, pictures,

Figure 14 Request API permissions

ORACLE

Oracle Digital Assistant - TechExchange
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Request APl permissions x

CAll APIs
N https://graph.microsoft.com/ Docs '

What type of permissions does your application require?
Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

I £ User ReadBasic x ]

. i ired” : X
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

permission, user, or app. This column may nat reflect the value in your organization, or in organizations where this app will be used. Learn
maore

Permission Admin consent required
N User (1)

User.ReadBasic.All O
Read all users' basic profiles

Add permissions Discard

Figure 15 Select permissions

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Add a permission ~" Grant admin consent for oracledev

API / Permissions name Type Description Admin consent req...  Status

v Microsoft Graph (4) sae
email Delegated  View users' email address No @ Grantedforo  edev
profile Delegated ~ View users' basic profile No @ Granted for or._..dev soe
User.Read Delegated  Sign in and read user profile No @ Granted for ore='=dev e
User.ReadBasic.All Delegated  Read all users' basic profiles No @ Granted for orzclzdev vee

Figure 16 API permission granted to tenancy

NOTE THAT SINCE THE ABOVE PERMISSIONS SHOULD BE GRANTED AT YOUR AZURE TENANCY LEVEL, SO YOU WILL NEED ADMIN RIGHTS
FOR THE SAME. PLEASE CONTACT YOUR ADMINISTRATOR TO GRANT YOU THE ACCESS PERMISSIONS.
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6. Expose an API

Set Application ID URI

Under Expose an API, set Application ID URI

Home > App registrations > Demo SSO

& Demo SSO | Expose an APl 2

(2 Bearch (€md+/) | « Q Got feedback?
B Overview FaeTvETRnes )
, Application ID URI (DSet |

& Quickstart
#  Integration assistant Scopes defined by this API
Manage Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this

API can request that a user or admin consent to one or more of these.
& Branding y : : :

Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes, use ‘App roles' and define app roles assignable to application
D Authentication type. Go to App roles

Certificates & secrets + Add a scope
1I! Token configuration y " "
Scopes Who can consent Admin consent display ...  User consent display na...  State

- API permissions

|
| @ Exposean APl |
!

No scopes have been defined

Figure 17 Expose an API

Update the Value in the format:

api://botid-{YourBotId}

YOURBOTID CORRESPONDS TO YOUR TEST APPLICATION'S MICROSOFT APPLICATION ID.

The is the bot id of App Studio Application that you would create later in this article. The following screenshot
shows where to look for the bot id. Note this is just for a reference.

Home > Edit an app

Bots
RDHTest7March Set up a bot to include it in your app experience. Learn more
By oracle
L ]
1
Capabilities I OracleSSOSetup 1 -
! edddedel- . . Th6DaGeds | m Delete
) Tabs & Bot (TR gty a
App passwords
1 Details Create and manage application passwords. You can also manage your app secrets in the App Registration Portal,
App details Generate new password
o Capabilities Password Created
] Tabs vus o FERFEERRESAEAAR 22/12/2020 12:50:05 (o
C 8 B :
(g
4 Connectors Messaging endpoint

Figure 18 MS Teams — Get the Bot ID
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Set the App ID URI
Application ID URI

api://botid-e3ddé4e 160a6edb

Figure 19 Set the App ID URI

Add a scope

Click the Add a scope button. In the panel that opens, enter:

Scopes defined by this API

Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this
API can request that a user or admin consent to one or more of these.

Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes, use ‘App roles’ and define app roles assignable to application
type. Go to App roles.

e access_as_user as the Scope name.
e Set Who can consent? to Admins and users.

o Fillin the fields for configuring the admin and user consent prompts with values that are appropriate for the
access_as_user scope.

e Suggestions:

e Admin consent title: Admin consent display name

¢ Admin consent description: Allows Teams to call the app’s web APIs as the current user.

e User consent title: Teams can access your user profile and make requests on your behalf

e User consent description: Enable Teams to call this app’s APIs with the same rights that you have
Ensure that State is set to Enabled

Select Add scope

THE DOMAIN PART OF THE SCOPE NAME DISPLAYED JUST BELOW THE TEXT FIELD SHOULD AUTOMATICALLY MATCH THE APPLICATION
ID URI SET IN THE PREVIOUS STEP, WITH /ACCESS_AS_USER APPENDED TO THE END

ORACLE Oracle Digital Assistant - TechExchange

16



1| Save \< Discard ]lTI Delete

Scope name * ()

I access_as_user
api//botid-e3___ ._. ____ ._._ _._. J1217b60abedb/access_as_user

Who can consent? (D

Admins only

Admin consent display name * O

I Teams can access the users profile

Admin consent description * (@

Allows team to call the app web api as the current user

User consent display name @

Team can access your user profile and make requests on your behalf

User consent description (O

Enable teams to call this api with sme rights that you have

State ©

Disabled

Figure 20 Scope details

7. Add a client application

In the Authorized client applications section, you identify the applications that you want to authorize to your app’s
web application.

Each of the following IDs needs to be entered

NOTE THESE ARE EXACT IDS THAT YOU NEED TO USE.

o 1fec8e78-bce4d-4aaf-ablb-5451cc387264 (Teams mobile/desktop application)
e 5e3cebc0-2b1f-4285-8d4b-75ee78787346 (Teams web application)

II' Token configuration Authorized client applications
- API permissions Authorizing a client application indicates that this AP trusts the application and users should not be asked to consent when the client calls
this API.

& Expose an API

& Approles|Preview @ T oo

- Owners

Client Id Scopes

Figure 21 Add a client application
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Add a client application

ientiID O

fecB8e78-bced-4aaf-ab1b-5451cc387264 !

Authorized scopes

api://botid-e3d 3217b60abedb/access_as_user

Figure 22 Adding client application

Select the Authorized scopes.

Here is how the overall “Expose an API” section should look like

type. Go to App roles.
Certificates & secrets

Il Token configuration - Add a scope
APl permissions Scopes Wheo can consent Admin consent display ...  User consent display na...
I=TTT~T~-=-=~=*7 I == =TT sss s s mmmmm== 1
| & Expose an API I 1 apiv/botid-e3dd6e 61-9217b60a6ed... | E Admins and users Teams can access the use.. Team can access your use...
42 App roles | Preview
& Owners Authorized client applications
% Roles and administrators | Preview Authorizing a client application indicates that this API trusts the application and users should not be asked to consent when the client calls
this API.
I Manifest
Support + Troubleshooting -+ Add a client application
&2 Troubleshooting Client Id Scopes
a P e e - - ——
& New support request 11fec8eT8- bed-4aaf-ab1b-5451cc387264 | 1
1 I
15e3ce6c0-2b1f-4285-8d4b-T5ee78787346 | 1

[# search (cmd= « 0 Gotfeedback?
B Overview P e e e e e e e e === = -
I Application 1D URI | apis//botid-e3dd64e . wuuw ~.- «.61-8217b60aGedb | NPAu

& Quickstart e e e
#" Integration assistant

Scopes defined by this API
Manage . . . . o .

Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this
= Branding API can request that a user or admin consent to one or more of these.
3 Authentication Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes, use ‘App roles’ and define app roles assignable to application

State

Enabled

Figure 23 Preview of Expose an API screen
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8. Manifest

Under manifest, set “acceptMappedClaims” to true and Save

2 Search (Cmd+/) «

B overview
& Quickstart

1

# Integration assistant 2

3

Manage 4

5

£ Branding 6

7

3 Authentication 8

Certificates & secrets 9

10

{I!' Token configuration 11

12

-2 API permissions 13

14

@ Expose an AP 15

. 16

48 App roles | Preview 17

¥ owners 18

) 19

& Roles and administrators | Pre... 20

el 1 21

d Manifest: 22

23

- -

1 save! X Discard T Upload
1

4 Download

| I

"accessTokenAcceptedVersion": 2,
“addIns": [1,
"allowPublicClient": null,
"appIld": "c66335

“appRoles": [I],

"disabledByMicrosoftStatus": null,

"groupMembershipClaims": "None",

"identifierUris": [
"api://botid-c

]l

"informationalUrls": {
"termsOfService": null,
"support”: null,
"privacy": null,
"marketing": null

}l

"keyCredentials": [],

"knownClientApplications": [],

"oauth2AllowlrlPathMatching": false,
"createdDateTime": "2020-12-04T@6:12:242",

O Got feedback?

The editor below allows you to update this application by directly modifying its JSQ

"id": "3df@d3ab-6Lu, =wiue woew .€b4914f1708",

2-edceebcdbe25",

3fl-a752-edceebcdbe25"

Figure 24 Update Manifest file

The application setup is almost complete now, please go to overview tab and keep the Application (client) ID,
Application ID URI and Directory (tenant) ID handy.

Object ID

D Authentication

———————
1
i Overview
e ==
& Quickstart
# Essentials
# Integration assistant )
Display name
Manage J_Applicalicn (client) ID : c663.
= Branding | Directory (tenant) ID

: Demo SSO

-a752-edceebcd6e25

c2d9fel.. ... ..d7-a9f3-1df730fe722b 1

: 3df0d3ab wuw. . u2-83e0-febd914f1708

© 5ot a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

Supported account types

Redirect URIs

: All Microsoft account users

: 1 web, 0 spa, 0 public client

____________________________________ »
1

Application 1D URI

1£19-a161-9217b60a6edb

! H
Pt oyt st S g T a

Managed applicationinl... :

Demo 550

Figure 25 Overview screen
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9. Grant tenant admin permissions to the AAD application
Log in with the admin account in a private browser window

o Replace <tenant-id> with the Directory (tenant) ID
¢ Replace in below URL the client Id value with your application Id

https://login.microsoftonline.com/<tenant-id>/adminconsent?client_id=<client-id>

Load the URL in a browser window where you signed with admin account. Accept the permissions. The prompt
should look similar to this:

= Sign in to your account X -

(&} @& login.microsoftonline.com

B® Microsoft

diegos@oracledev.onmicrosoft.com

Permissions requested
Review for your organization

This lication is not published by Microsoft.

This app would like to:

\/ Sign in and read user profile

If you accept, this app will get access to the specified resources
for all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Figure 26 Private browser window
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https://login.microsoftonline.com/%3ctenant-id%3e/adminconsent?client_id=%3cclient-id

< C' (@ ides-oda-1b53c857f8724ac1a72cd710c0f5d5be-s0.data.digi i .oci.oc-test.c s/v2/callback?admin_consent=True&tenant=2d9fc23f-c167-4dd7-... ¥

By

This site can't be reached

The web page at https://idcs-oda-1b53c857f8724ac1a72cd710c0f5d5be-
s0.data.digitalassistant.oci.oc-test.com/connectors/v2/callback?
admin_consent=True&tenant=2d9fc23f-c167-4dd7-a0f3-1df730fe722b# might
be temporarily down or it may have moved permanently to a new web address.

ERR_INVALID_RESPONSE

Figure 27 This screen will appear after accepting the permissions

PLEASE IGNORE THE SCREEN AFTER ACCEPTING. THIS MAY SHOW YOU ERROR, HOWEVER THE ERROR DOES NOT MATTER.
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Update your MS Teams app with SSO detail

You need to update your app with the above SSO details in MS Teams. Open MS Teams and perform following
steps:

Go to https://teams.microsoft.com using the same browser window that you used for your AAD Application
registration. Do not use the Private window you just used to login using the Admin Account. You can also choose
to use the MS Teams Desktop App.

If you do not see the App Studio Icon, click on the 3 dots on the left menu and Find an app by typing App Studio in
the text box.

1. Open the App Studio and select Manifest editor and select your existing app

Al

peity ;5 App Studio | Manifest editor | Validation (¢

E]

Chat

Create, debug, and deploy Teams apps directly from ¢

090

cQa
Teams
Microsoft Teams
Calendar
% Use the app configuration to develop or
e import your own apps for use in Teams.
El Choose an option below to get started.
Files
+ Create a new app
B:“ Build a new app from scratch
App Studio

Bot Management
Create and manage existing bots

(&

] Import an existing app
Continue working on a project

Figure 28 App Studio - Manifest editor

2. Under Finish, Select Domains and Permissions under Finish option

o Under AAD App ID add your Application (client) ID
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https://teams.microsoft.com/

o Under Single-Sign-On add your Application ID URI

Tabs

&

Bots
46 Connectors

[# Messaging extensions

© Finish

) Languages

</> App Manifest (preview)

A~ Test and distribute

i Delete OracleSSOSetup

AAD App ID

Optionally specify your AAD App Id to configure your app for Single Sign On or Resource Specific Consent

____________________ )
| €6633! iceebcd6e25 |

Resource Specific Consent
Optionally specify the permissions you support for resource specific consent

Enter a resource specific consent permission

ex: File.Read.Group Add

Single-Sign-On
Optionally specify the resource URL of the app Ecgu_iril_'lg_tpe auth token for SSO Learn more

1
| api://botid-e3dd -9217b60abe4b

1
__________________________ a

Figure 29 Update SSO details

3. Next, go to Test and Distribute section and install the application.

Home > Edit an app

RDHTest7March
By oracle
Capabilities

=] Tabs & Bot

&6  Connectors

[4 Messaging extensions

€ Finish

] Languages

</> App Manifest (preview)

A~ Test and distribute

i Delete RDHTest7March

@ Domains and permissi...

Test and Distribute

Choose what you'd like to do with your app. Learn more

Install

Install your app in Teams for testing.

| Install I

Download

Download and save your app package zip file for distribution and

submission

Publish

Publish your app to your tenant's app catalog or the Teams app store.

Figure 30 Install the app
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e Click on the Add button so the bot gets added to MS Teams

RDHTest7March

About

By using RDHTest7March, you agree
to the privacy policy and terms of

Bots
Permissions Chat with the app to ask questions and find info

T

for testing sso feature

Personal app
Keep track of important content and info

Created by: oracle
Version 1.0.0

Permissions

This app will have permission to:

Receive messages and data that | provide to it.

Send me messages and notifications.

Access my profile information such as my name, email address, company name,
and preferred language.

Receive messages and data that team or chat members provide to it in a channel
or chat.

Send messages and notifications in a channel or chat.

Access information from this team or chat such as team or chat name, channel list
and roster (including team or chat member's names and email addresses) - and
use this to contact them.

user.read
Al H 11
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Setup Authentication Service in Oracle Digital Assistant

Add Authentication Services

Enter these values:

Identity Provider: Microsoft Identify Platform

Name: A name to identify the authentication service.

Token Endpoint URL: The IDP's URL for requesting access tokens.

Use https://login.microsoftonline.com/<Azure-Active-Directory-TenantID>/oauth2/v2.0/token

Authorization Endpoint: The IDP's URL for the page that users authenticate with by entering their user name and
password.

Use https://login.microsoftonline.com/<Azure-Active-Directory-TenantID>/oauth2/v2.0/authorize
Client ID and Client Secret: The Application (client) ID and secret of the SSO app

Scope: Scope should be {Application (client) ID of your SSO app}/access_as_user

Subject Claim: The access-token profile claim to use to identify the user. Use: email

Settings + Authentication Services
Development

S Grant Type Identity Provider
+ Sservice
Analytics Authorization Code Microsoft Identity Platform

= Mic. ... tAuthSer... X Name
Settings
------------ 1 DemoAuthenticationService

A Trail i
udit Trai L e A S ! Token Endpoint URL

l.c.ueccn .a.2Service X https://login.microsoftonline.com/2d9fc2z; ..l ~uu, a9f3-1df730fe722b/oauth2/v2.0/token
Authentication Services

Authorization Endpoint URL *
Data Management https://login.microsoftonline.com/2d9. ... -... 4dd7-a9f3-1df730fe722b/oauth2/v2.0/authorize

Feature Management Short Authorization Code Request URL

Enter the OAuth 2.0 Short Authorization Code Request URL

Linked Instance

Revoke Token Endpoint URL

Tranélation Services Enter the Identity Provider's Revoke Refresh Token URL
ClientID *

Additional Services
c663352. L. “II1-a752-edceebcdbe25

Bl Client Secret
........ Edit
Documentation..
Scopes
c663352a-16 -e4ceebcdbe25/access_as_user
Subject Claim * Refresh Token Retention Period *
email 1 A days

Figure 31 Authentication Services
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Routing your skill to MS Teams channel

Please ensure that your skill is routed to the MS Teams channel. In case you plan to use the attached skill, then

you will need to update the routing.

Channels

Users Agent Integrations DA as Agent Applications System

+ Channel
\
Channel Enabled )
Filter

* Name RDHMSTeamsSSOTestSill

Channels

Store
o Description Optional short description for this channel

Channel Type Microsoft Teams

Settings

i i
| ﬂii RDHMSTeamsSSOTestSill | x
I i

* Microsoft U EUUE U U U DAL T | EUUVET 1

Application Id

Documentation Application Password

Webhook URL https:/fidc
nt.oci.oc-t
-44e1-930a-7312864ab7ed

* Session Expiration 1,440 R Default
(minutes)

@ MICrosoft  ssessssssssasassnisisnissssssestaniisisienisassassasasiasans

Reset Sessions

talassista
tbcd-a75a

Figure 32 MS Teams channel routing

Update skill

Next, in your skill you will perform following steps
1. Get SSO access token
2. Get Middle Tier access token based on the SSO token
3. Call Graph API using the middle-tier access token

Get SSO access token

You will be using System.OAuth2AccountLink component to get the SSO access token.

enableSingleSignOn: set this to true so that users who have already signed into MS Teams don't have to sign

into the skill. The default is false.

authenticationService: Make sure you point it to your authentication service name.
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54 Mi ink:

55 component: "System.OAuth2AccountLink"

56 properties:

57 prompt: |-

58 Please press the login button for me to re-direct you to Microsoft.
59 authenticationService: "RDHMicrosoftAuthService"
60 authenticatedUserVariableName: "user.userName"
61 |accessTokenVariableName: "user.userAccessToken"|
62 showCance(Option: true

63 linkLabel: "Login with Microsoft"

64 cancellLabel: "Cancel action"

65 updateUserProfile: true

66 lenableSingleSignOn: true |

67 transitions:

68 next: "MicrosoftOauth2AccountLink"

69 actions:

70 pass: "printSSOToken"

71 fail: "failSSOAccessToken"

72 textReceived: "failSSOAccessToken"

Figure 33 System.OAuth2AccountLink component

Get access token

The token you received is an “exchange” token and cannot be used directly to invoke graph APls, therefore cannot
be used to access Graph API's or Oracle Digital Assistant’s Calendar system components.

In order to get a token that works with graph API, the “on-behalf-of” flow has to be followed using the SSO token to
exchange for an access token with appropriate scopes that will work with graph APIs. You may get additional
information here: https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-on-behalf-of-flow

To request an access token, make an HTTP POST to the tenant-specific Microsoft identity platform token endpoint
with the following parameters

https://login.microsoftonline.com/<tenant>/oauth2/v2.0/token
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https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/built-components-properties-transitions-and-usage.html#GUID-42C4732E-7150-4E2E-96D1-3D7CCEBC8C1E
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-on-behalf-of-flow
https://login.microsoftonline.com/%3ctenant%3e/oauth2/v2.0/token

» onbehalfofconversation Examples 0 BUILD 7#  E

POST *  hups//login.microsoftonline.com/2d9fc23f f730fe722b/oauth2/v2.0/token Send - Save ~
Params Authorization Headers (10) Body ® Pre-request Script Tests @ Settings Cookies Code
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION s*s  Bulk Edit
grant_type urniietf:params:oauth:grant-type jwt-bearer
client_id {{ClientiD}}
client_secret {{ClientSecret}}
assertion {UserAccessToken}}
scope openid email offline_access https://graph.microsoft.com/User.ReadBa
requested_token_use on_behalf_of
Body Cookies (3) Headers (14)  Test Results @ Status: 2000K  Time: 443ms  Size: 532 KB Save Response v
Pretty Raw Preview  Visualize JSON = mQ

- e _eApa et oy

'
"access_token'":

"ey)@eXAi01IKV1QiLCIub25 15PbzNaRHIPRFhFSzFqS1doWHNSSFIfS1hFZyIsImtpZCI6InSPhzNaR!
HIPRFhFSzFqS1dobHNSSFI £S5
eyJhdwQi0iJodHRwczovL2dy MMy@xZGY3MZBNZTcyMmIvI iwiaWFeT joxNjEIM] YeNTgxLCIuYmyi0]

EZMTCYNQLODES IMVACCTOMT 1 Arma kit | 4 om i § 708 ] btk U WY e 00010 3R o A L3 RS 1Y £k Y | IGAIS Efind £ il LT L it ki aMAGDWL ] cm92D2Z80n] LcTEILCI 1cm46bW1] cm9zb2Z@0n] LeTIiLCIL
cmd6bW1jcm9zb2Z@0n] LcTMiLCI JMSIsImMy IiwiYzMiLCIJNCISImM1TiwiYZYilCIjNyIsImMATiwiYzkilCIJMTALLCI JMTELLCI JMTILLCIjMTMILCIjJMTQLILCI JMTULLCI JMTYILCIjMTCILCIjMTQLiLCIMTRILCIJMALLC

JJMJEILCIMITILCIJMIMILC 7 TT 7 N3JxazVOVIFIQSIsImFtcil6WyIwd20QiXSwiYXBwX2Rpe3BsYX1uYW11Ij oiUkRIUVINP
N@1BcmNoI iwiYXBwaWQi0ilil IFtZSI6IkRoYWlpamELiLCInaXZ1lb19uYW1LIjoiUm90aXQiLCIpZHRScCI6INVZZXILLC
JpcGFKZHIA0LTxMjQuM]iUzL] M) ZKNTIiZTOxMzIiLCIwbGFOZLI6T UiLCIwdn kI | 0iMTAwMz IwMDBEM] dER] 000CTS
InJoljoiMCSBWDBBUDhLZkxX JLYWOgO2FsZWSKYXIzL LI 1YWRXcmlBZSB LbWF phCBNYWLSL L] LYWQgb3Blbmlk IHByb2

ZpbGUgVXNLci55ZWFKIFVZZXIuUmVhZEIhc21jLKFsbCISInN1YiI6ImBOZGYWTFhTCHIHLTZNY IMwZ jNED LpBROZBN3COVEY3alZ0anImYkZpSWBil.CI@ZWShbnR fcmVnaWIuX3Njb3B1IjoiTKEILCI@aWQi0ilyZDImYzIzZ1l]
MTY3LTRKZDCtYT lmMy®xZGY3MzBmZT cyMmI LLCI1bmLxdwV fbmFtZSI6InIvaG LAREBvCmF i bGVKZXYub25taWNyb3NvZnQuY29t I iwidXBuljoicm9oaXREQGIyYWNsZWR LA 15vbmlpY3Jvc29mdC5)b201LCI1dGKk 101 IAUHIWTF

ZXV1cwlldCeml0eFJ4WUFBT iwidmVyIjoiMS4wIiwid2 LkcyI6WydiNz 1mt wieGlzX3N@Ijp7InN1YiI6InhGX@IndH1XQ@FAQXEMOUpPC11SbkICOTRPTENIMN1ZbXY®
YS1LV@pRdUULTSwieG1zX3R] ZHQ10j E1IO0TEROTIAN]BY.
AmCyNpn_NT2VU7_HQVuM5692ZG20F60Xmilird Tkmd3_JWnMHFQLIDPI rfh. vy cus s g smomig s wmnmepu_swiow o vnsn g oee_ JBLGKrPeDbCNuilL7kHLKDNDs aqgmp204W t6AyMy FOPVEGIQIBnFnsIUuxulnVquYqSacclo )

Figure 34 Postman HTTP post call

The skill invokes a custom component and passes the required body parameters via custom components.

86 getMiddleTierAccessToken:
87 component: "getMiddle_tier_access_token"
88 roperties:
89 tenant: "${system.config.tenant}"
90 grant_type: "${system.config.grantType}"
91 client_id: "${system.config.clientId}"
92 client_secret: "${system.config.clientSecret}"
93 assertion: "${user.userAccessToken.value}"
94 scope: "${system.config.scope}"
95 requested_token_use: “${system.config.requestedTokenUse}"
96 variable: "middleTierToken"
97 transitions:
98 actions:
99 success: "printMiddleTierToken"
100 failure: "globalErrorHandler"
101
102 printMiddleTierToken:
103 component: "System.Output"
104 properties:
185 text: |-
106 I am printing the <b>Middle-tier access token</b> for demonstration purpose only. Don't do this i
n your production bot. Its an information that users have no use for.
187
108 ${middleTierToken.value}
109
110 keepTurn: true
111 transitions:
112 next: "getProfileInformation"

Figure 35 Custom component call to get middle tier access token
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You will need to update the custom parameters in skill settings to test it at your end

Tenant: Tenand ID of your Azure portal

grant_type urn:ietf:params:oauth:grant-type:jwt-bearer.

client_id The application (client) ID of SSO app

client_secret

assertion: SSO token

The client secret of SSO app

scope: openid email offline_access https://graph.microsoft.com/User.ReadBasic.All

requested_token_use:on_behalf of

Custom Parameters

Filter parameters
Edit Delete

Name Display Name Type Value Description
tenant tenant String 2dg” °°7 7T T T 773-1df730fe722b

grantType grantType String urn:ietf:params:oauth:grant-type:jwt-be...

clientld clientid String b1b05b20-cv iv ~vuv wm—w ~b0alcdb...

clientSecret clientSecret String TZNy8dvO:Z ZIZ7_ .25C03~b9kKZ2R...

scope scope String openid email offline_access https://grap...
requestedTokenUse requestedTokenUse String on_behalf of

Figure 36 Custom parameters
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Call Graph API
Finally, you need to use the middle tier access token to call the graph API

» Get My Profile Examples 0
GET - https://graph.microsoft.comévi.0/me m Save ¥
Params Authorization Headers (9) Body Pre-request Script Tests @ Settings Cookies Code
TYPE Q) Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative enviranment, we recommend using variables. Learn X
Bearer Token v [rore sbeutyaniabie
The authorization header will be automatically generated
when you send the request. Learn more about Token {{on_behalf_of_token}}
authorization
Body Cookies Headers (12) TestResults €% Status: 2000k Time: 649ms  Size: 102KB  Save Response ¥
Pretty Raw Preview Visualize JSON 5 r. Q
1| q |
2 "@odata.context": “https://graph.microsoft.com/v1.0/$metadata¥users/sentity”,
3 “businessPhones": [
4 "54: 118"
5 1.
6 "displayName": "Rot. T_nija",
7 “givenName": "Rohit",
8 "jobTitle": "Senit. ....cepu. . roduct Manager",
9 "mail": “rohitD@c " icrosoft.com",
18 “mobilePhene": 9871 2",
11 “officeLocation": "Nu.da",
12 “preferredLanguage”: null,
13 “surname": "Dhamija",
14 “userPrincipalName": " rohi icrosoft.com”,
15 "id": "ceafbf2@-c. T 77 ‘859-866d52bed132"
16 [ ¥ |

Figure 37 Postman Get call to fetch profile information

The skill calls a custom component to get the profile information and save the information in profileInformation
parameter. Finally, the information is displayed using system’s common response component.
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114 getProfileInformation:

115 component: "getmyprofile"

116 properties:

ALy variable: "profileInformation”

118 access_token: "${middleTierToken.value}"|

119 transitions:

120 actions:

121 success: "printUserProfile"

122 failure: "globalErrorHandler"

123

124 printUserProfile:

125 component: "System.CommonResponse"

126 properties:

127 processUserMessage: false

128 keepTurn: false

129 metadata:

130 responseltems:

131 - type: "text"

132 text: |-

133

134 Okay. So this is your profile information:

135

136 First Name: "${profileInformation.value.givenName}"
137 Surname: "${profileInformation.value.surname}"
138 Job Title: "${profileInformation.value.jobTitle}"
139 Email: "${profileInformation.value.mail}"

140 Mobile Phone: "${profileInformation.value.mobilePhone}"
141 0ffice Location: "${profileInformation.value.officeLocation}"
142

143

144 transitions:

145 return: "done"

Figure 38 Custom component to fetch profile information and display it using common response component

Test

System Tester

Now you will test your skill in system tester as shown below:

For this example, | like to read basic profile information of your Microsoft account to you, No worrles, | will not be able to
make any changes ta your profile.

It you are okay with me accessing your Microsoft account, | will automatically fetch the information with you needing to
authorize.

Procee o acces my irost acoun |

No. Thank you.

Proceed to access my Microsoft account

Figure 39 System tester
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NOTE THAT IN SYSTEM TESTER YOU WILL BE PROMPTED TO RE-AUTHENTICATE SINCE ENABLESINGLESIGNON WORKS FOR MSTEAMS
CHANNEL ONLY.

Please press the login button for me to re-direct you to Microsoft.

Login with Microsoft

Cancel action

I | am printing the <b>550 access token</b> for demonstration purpose only. Den't do this in your production bot. Its an information that users have no use for. I

eyJ0eXAI0iIKVIQILCIJhbGei0iJSUzIINilsImtp ZCI6ImSPbzNaRHJP RFhF Sz Fq 51doWHNsSFJfSThFZyJ)9 ey hd WQiOIJIMWIWNWIYMCOZOTFILTGSNWULYmIONIO1YjEhMWMOYjdh NTMi
LCJpc3MiOilodHRweczovl 2xvZ 2IulmipY 3Jvc29mdGAubGIuZS5jb20vMmO5ZmMyM2YtYZEZNy00ZGQ3LWESZMtMWRmMNzMwZmU 3MjJiL3YyLjAILCIpY XQIOJE2ZMTeyNjkzMDYsImSi
ZilBMTYxNzI20TMwNiwiZX hwljoxNJE3MjczMjAZLC JhaW8i0iJBVFFEeS B4 VEFEQUFOTKtNREIVDXdx Ul JhWHFOc2JgZIRFYULIUVIydjQzYitXK3dKKzhpYnBoZUpabkpyZHNWWHgzZ OtV

enFPUL 4 liwiY Xpwljc |p¥3Jvc2SmdC5jb20iLCIna
XZIbISuYW1lljoiUmSa lenJIZF91c2VybmFtZ516Ind
vaGIOREBvcmFjbG Yk JOUFDRS4ILCJZY 3AI0IJDY
WixlbmRhcnMuUmyhi wic3ViljoieEZfQmdOeWdDQ
HKRBcEwSSkayWVlulg wemFibGVRZXYub25taWhy

B3NV Z Y 2 DIW I K s o1y 111010 101 1407 AT T £ 0 L 108 030 011 P TR 7 A T AT
wCoPBHeZ JBPYPEwWSGIpaGzr3WG1gVinREngttJ4tE-n_S9flufNbtG3GIdgLW1TQa0gZd6Z31b0-
huea8RE|5YgRK10ridYljsnpXSmSmnsRFym1TcDEEHIHN3Krv53pfd AGEwxIgANoObmS3ImelyYtEZQXgdfakUT7sbFyNuSDkgHSpdBuS4fhULxSMskQcgedLDIBXAZSaTAgBOI930xne3ItF
UNfBxY2jIQHCSATRIB2ZDM 31GmAZEBRIBXSSWryCoWTPITVIA

DU U AR e AU L ey £ us v CYXET]GGEtr CTuvIThByJUj

| am printing the <b>Middle-tier access token</b> for demonstration purpose only. Don't do this in your production bot. Its an information

t users have no use for.

—_— _—
eyJ0aXAI0IKVIQILCJub25jZS16lkhHEOdEQUAPa3dNTOJrbGYIZiNvbn ZLNTVYNW. ydzd GLUZNcDZMYUSY TzQiLCJhbGci DidsUzINiIsIn g1dCI6Im5PbzMaRHJPRFhFSzFgS1doWHNs
SFJfS1hFZylsimtp ZCI6ImSPbzNaRHIPRFhFSzFgS1doWHNsSFJfS1hFZy)8. ey hdWQiliJodHRwezowl 2dyY XBoLmipY3Jvc29mdC5jb20iLCIpc3MiliJodHRwezowL 3NOcy53aW5kb3d
zZLmS5IdCByZDImYzIzZijMTY ILTRKZDctY TImMyOxZGY 3MzBmZ TeyMmivliwiaW FOljoxNjE3M|YSMzMILCJu¥mYiQEZMTeyNjkzMzUsImVAc CIEMT YxNzI 3MzIwNSwiY WNjdCIEMCwiY W

R D B = e e L L LA 1AL T 30 o LA ol AT AR LTS 2 L AL AT AR T S e m G WIjem82b2 Z00n T ML
CJiMSIzimM DILEJIMTKILE JiMjAILC JMIEILE

JiMIlILEJjMj 120X SwiY XBwXZRpc3BsYXIuY
WilljoiUkRIL mFtZ5161kRoYWipamEiLC JnaX

ZIbISuYW1ll| mMjALY2ZMOZI00MDUILTg4NTR
tMDY2ZDUy CYnNMRW.JhViWKdTBaYkMosEx
IbE4SQUNFI XluUmVhZCBVe2VyLIJIYWRCY
XNpYy5BbG Sliwid GlkljoiMmOSZmMyM2YtY

ZE2NY0DZG IOREBvecmFjbGVEZ X Yub25taW

Nyb3NvZnQ zZiMTKOZ Tg1NTASIIOsInhtci9z
dClGeyJzdW.._ .. ...__

YikCWW_-5alrRFTxewlmdar7PTuKz oY wGNFd AFNSmAP1 DOBafs SNoAJO_ y8ca5 Ezn 20V ItSZ0AD xegwdAGid rodanil-rTLj0iKIEHChFEaORT TWEX_PEIXSXuSGMI7LUcxReh07-
pRUZTKLe25ZdTETrkeGpHTENIrherY 8 YmvCiS4qaYligSZk1WPRX-
Z1VIe0OMPOWKSCmRTAGCGEIDCVAKGU_ ZIXACDBCOPQHES00gDDI0ZTh5hUITRI3_bDsxWu GhbPljSadtPEIBAC_BEG-FuqoKAABITvKgmeFER-

*Vj_rRhhwB3ehnhHo3yqfBBXTFxmHS5g

Ckay. So this is your profile information:

First Name: "Rahi

Surname: “Dhami

itle: "Senior aal Product Manager®
rohitD@ao V@M wsoft.com®
Mobile Phone: "8 iz

Office Location: "non a3~

Figure 40 Fetching profile information in System tester
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MS Teams app

Finally, you will test it from MS Teams app

Q_ Search
l B TeamsSSO... Files Chat About
we
( < S TeamsSSOArticleReviewBot 9:23 PM
For this example, | like to read basic profile information
m of your Microsoft account to you. No worries, | will not
be able to make any changes to your profile. If you are
okay with me accessing your Microsoft account, | will
‘ automatically fetch the information with you needing to
authorize.
EB Proceed to access my Microsoft acco...
0 No. Thank you.
< S TeamsSSOArticleReviewBot 9:23 PM

=148 50l SR
3.1 \ i
. S b .

Type your questions here

A ¢ OB B 8 ¢

9:23 PM
Show me my profile

9:23 PM
Proceed to access my Microsoft account

(©)

When you click on Process to access my Microsoft account, you are not taken to the Microsoft authentication

screen. The System.OAuth2AccountLink component automatically performs the SSO due to the SSO configuration
done in MS Teams. You will directly be taken to see the SSO access token, the middle-tier token followed by the

profile information.

ORACLE

Oracle Digital Assistant - TechExchange

33



Q_ Search

- B TeamsSSO... Files Chat About

H | am printing the SSO access token for demonstration purpose only. Don't do this in your
production bot. Its an information that users have no use for.

s eyJ0eXAiOiJKV1QiLCIhbGciOiJSUzI TNilsimtpZCl6lm5PbzNaRHJPRFhFSzFqS1doWHNsSFJfSThFZyJ9.ey

wr JhdWQIiOiJjOTE3YmUS5NiThZmUxLTQyNzItYjdmMy000GZjMzNjZDU20DAILCIpc3MiOiJodHRwczovL 2

E VWaARKFIIF41LZDNTOSNKLALIZTVVZ-IZ) | JCNJLTIP4DSS-
U2pD865tsKyoz2WuF_6MYBKR8Nfl_6sBx0ORitciw2ALgWnxiHEmJekPrkuHglJLtuPzu03fu298-ivjjs5J-
1eTWPUdpVfg

i

| am printing the Middle-tier access token for demonstration purpose only. Don't do this in your

Vz90dF6xcN1szD6Em3rmIX2zNKB5zHY52a_4TCQVOfFSWi_NJF6TyOEXnlIZBWPRgX2hs2SmxIblhCRiSVZ
@ pl-o_H-paF_GdLWZqwvokwrXE8uAGUsgxLbEIbGaYIOLL9cLn4lcFGrgNKUUH50N-
vHwU_2DIKcQjfnF5shCeW8eZg

oo Okay. So this is your profile information:

First Name: "Abhay" Surname: "Bhavsar" Job Title: "not defined" Email:
"abhavsar@oracledev.onmicrosoft.com" Mobile Phone: "not defined" Office Location: "not defined"

Type your questions here

O A/é@@@%ge"' B

Conclusion

The article detailed the steps to set up single sign-on (SSO) authentication for an Oracle digital assistant that is
exposed through a Microsoft Teams channel. After the set-up, users just need to log in to Teams with their Azure
AD credentials and then seamlessly interact with the digital assistant and access the profile information without the
need to re-authenticate.
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